Background: Healthcare stakeholders have a great interest in the adoption and use of electronic personal health records (ePHRs) because of the potential benefits associated with them. Little is known, however, about the level of adoption of ePHRs in Canada and there is limited evidence concerning their benefits and implications for the healthcare system. This study aimed to describe the current situation of ePHRs in Canada and explore stakeholder perceptions regarding barriers and facilitators to their adoption. Methods: Using a qualitative descriptive study design, we conducted semi-structured phone interviews between October 2013 and February 2014 with 35 individuals from seven Canadian provinces. The participants represented six stakeholder groups (patients, ePHR administrators, healthcare professionals, organizations interested in health technology development, government agencies, and researchers). A detailed summary of each interview was created and thematic analysis was conducted. Results: We observed that there was no consensual definition of ePHR in Canada. Factors that could influence ePHR adoption were related to knowledge (confusion with other electronic medical records [EMRs] and lack of awareness), system design (usability and relevance), user capacities and attitudes (patient health literacy, education and interest, support for professionals), environmental factors (government commitment, targeted populations) and legal and ethical issues (information control and custody, confidentiality, privacy and security). Conclusion: ePHRs are slowly entering the Canadian healthcare landscape but provinces do not seem wellprepared for the implementation of this type of record. Guidance is needed on critical issues regarding ePHRs, such as ePHR definition, data ownership, access to information and interoperability with other electronic health records (EHRs). Better guidance on these issues would provide a greater awareness of ePHRs and inform stakeholders including clinicians, decision-makers, patients and the public. In turn, it may facilitate their adoption in the country.
Background
In order to understand a patient's health issues, healthcare professionals gather objective and subjective information on that patient; yet little of that information is currently shared with patients. 1 In the interest of patient access to their medical records, various legislation has been adopted worldwide, 2 such as Europe's Data Protection Directive, 3 USA's Health Insurance Portability and Accountability Act (HIPAA) 4 or Canada's Personal Information Protection and Electronic Documents Act (PIPEDA). 5 Even so, it remains problematic for patients to access their health records since access to copies of their medical record is often laborious. 6 Consequently, it is harder for them to control their health-related information and to be involved in decisions and management related to their own health. 1, 6 On the other hand, patient access to health information is facilitated by the increased availability of information and communication technologies (ICTs). 1, 7 Among these, electronic personal health records (ePHRs) are seen as a solution that could be beneficial to facilitate access and control of a patient's health-related information, but also promote self-management of their health, improve patient safety, and enhance efficiency and effectiveness of patient care. [7] [8] [9] [10] [11] [12] [13] [14] However, when using ePHRs, there are potential issues related to security and confidentiality, 7, [14] [15] [16] [17] [18] additional workload for professionals, 2, 8, 19 health literacy issues among patients, technology literacy issues among users 8 and the lack of awareness of ePHR existence. 8, 11 As there is no universally accepted definition of ePHRs, 2 we propose a definition for this study based on two commonly used definitions of personal health records (PHRs). The first definition places the emphasis on the patient view of information contained in medical or health records. In this definition, PHRs are seen as a set of tools that offer the patient a comprehensive view of his or her health information that may include information entered by them, but also test results, diagnoses, medication or other information from healthcare professionals. The second definition 20 puts control and management of the information at the centre of the definition. Indeed, ePHRs are defined as a an array of tools allowing patients access to health information added by them, their advocates and their healthcare professionals, and empowering their participation in their own care by providing them with complete control over that information. Thus, our definition of ePHRs is a set of electronic tools providing patients with a comprehensive view of and timely access to their health information, entered and maintained by them and/or their healthcare professionals, and allowing patients to be custodians of their information and exert a certain amount of control over it (from deciding who can access their information to fully controlling the information), as well as giving them the ability to manage, track, and participate in their own healthcare. We distinguish four categories of ePHRs that can be encompassed in this definition. First, the stand-alone ePHR allows the collection of health information on a portable media device or a website that generally enables viewing and managing the data by the patient only. 11 Second, the tethered ePHR is managed by a facility or institution. Patients can access and update their health information from the facility or institution's electronic medical record (EMR) or electronic health record (EHR) with various degrees of control. 21 Third, an untethered ePHR does not communicate with an EMR or an EHR, but allows patients and sometimes the healthcare providers to have access to the record. Finally, the integrated ePHR makes it possible to gather and view data from multiple sources, such as an EHR and/or an EMR, patients, or healthcare providers.
11
In Canada, e-health has been progressing slowly. 10, 15, 22 Among other factors, this slow progress has been caused by technological issues, lack of governmental support and budget overruns. 10, 23 Consequently, the implementation of accessible electronic records -such as ePHRs -is also progressing slowly. 10, 24 Indeed, there are few ePHRs available for the Canadian population and they are neither widely known, nor used. [25] [26] [27] [28] [29] [30] [31] [32] [33] [34] [35] Moreover, there is no ePHR-specific legislation or regulation in Canada. 36 There are, however, legislation and regulations that deal with EHRs that might provide relevant inspiration when designing rules governing the implementation of ePHRs, even if their direct applicability to ePHRs is often doubtful. 36, 37 Nevertheless, healthcare stakeholders have a great interest in the adoption and use of ePHRs, because of the potential benefits associated with them. [8] [9] [10] [11] [12] [13] 38 However, little is known about the current use and attitudes towards ePHRs in Canada and there is limited scientific evidence concerning their benefits and implications for healthcare systems. 8, 9, 39 In order to fill this gap, we conducted a study that explored stakeholders' perceptions of ePHRs and their views of barriers and facilitators to adoption in Canada.
Methods

Study Design and Population
We used a qualitative descriptive design in order to provide rich descriptions of ePHRs in Canada and to improve understanding of the topic. We employed a purposive sampling approach, targeting individuals who were known as Canadian experts on health records and health information accessibility or members of patient groups. These persons were first identified as experts by the members of the research team. The list was developed from team members' contacts with experts in the domain and through the scientific literature. Using the snowball technique, the experts that were recruited also pointed out other experts in the domain that were subsequently contacted and interviewed. Three members of the research team (EB, JPF, and JPG) contacted 39 experts by email or by phone based on the contact information available. The CHU de Québec Research Centre ethics board reviewed the study protocol and deemed it not necessary to seek ethical approval for this study since participants were considered as experts. However, the study adheres to the usual ethical considerations related to privacy, confidentiality and data management in research.
Data Collection Two members of the team (EB and JPG) conducted semistructured interviews by phone between October 7, 2013, and February 11, 2014 . The interviewees determined the interview schedule according to their availability. Therefore, most of the interviews took place at their workplace or their home. Interviews were conducted in either French or English. At the beginning of each interview, the interviewer took the time to differentiate an EMR from an ePHR using a shortened version of the aforementioned definition in order to ensure that the interviewer and the interviewee would be discussing the same topic. Contrary to ePHRs, EMRs belong to a healthcare provider's practice or organization and healthrelated information is entered in this type of record by the healthcare provider only. 40 The interview guide consisted of three main themes: participants' point of view about ePHRs, perceived benefits or hindrances of using ePHRs, and barriers and facilitators to the adoption of this technology. The interview guide is available in Appendix 1. The interviews were audio recorded with the participants' consent (received verbally before the recording).
Analysis A detailed summary of each interview was created. We analysed data following the method described by Miles and Huberman, which consists of three steps: data reduction (identification of the main themes), data display (organized classification of data) and drawing conclusions (results explanation). EB and JPG independently performed the analysis with the support of NVivo 8, a qualitative data analysis software package. 41 Codification was an iterative process and was based on themes emerging from the interviews.
Results
Characteristics of the Participants
Of the 39 potential participants, four did not reply to our invitation, bringing the total number of participants to 35. Twenty-nine interviews were with individual people and three interviews were conducted jointly with two participants. Interview duration averaged eighteen minutes, and 59 pages of summarized transcript were produced. The participants represented six stakeholder groups: patients, ePHR administrators, healthcare professionals (nurses and physicians), organizations interested in health technology assessment and development, government health agencies, and researchers. The most represented group was patients with 14 representatives (40%), while three to five participants represented other groups. Genders were represented equally (18 females and 17 males). The majority of the participants (82.9%) came from the provinces of Quebec (15 participants) and Ontario (14 participants). Five other provinces (British Columbia, Alberta, New Brunswick, Nova Scotia, and Saskatchewan) accounted for six participants. See Table 1 for more details on participant characteristics. For presentation purposes, the results section will report on 32 interviews, as we counted interviews with two participants as one unique entry since the participants were in agreement with each other and made similar or complementary comments during the interviews. See Table 2 for a summary of the most important adoption themes identified by the participants in regards to ePHRs and Appendix 2 for selected quotes from the interviews for each theme.
Knowledge on Electronic Personal Health Records
We noticed that 22 participants had a view of ePHRs corresponding to only one of the two dimensions of the definition that we presented in the introduction: information visualization by the patient (11) or patient management of the information (11) . Participant group representatives were torn between these two dimensions, with the exception of government officials who were exclusively interested in the visualization dimension of ePHRs. Also, eight participants from the patient, government and professional groups confused ePHRs with electronic medical records (EMRs). At first, these participants believed that the interview was about EMRs even if the term ePHR was explicitly used in the recruitment email. Moreover, except for those directly involved in an ePHR project, participants seemed to perceive ePHRs as a type of record or idea to potentially implement, rather than as a type of record currently available. Indeed, most spoke of the potential benefits associated with the use of ePHRs and of the possible facilitators, barriers or repercussions to their implementation and use in Canada.
System Design Seventeen participants from all groups mentioned simplicity of the language used, availability of the information, system reliability and ease of access as design options that could improve usability and relevance of ePHRs. They also identified attractive layout, customization available to cater to patient needs, mobility and technology that withstands technological advancements as other interesting options to improve usability. However, the most recurrent facilitator identified was ease of use, mentioned by six participants. In particular, they mentioned that ePHRs should be easy to understand and navigate for all user groups, as well as providing support to correct the glitches they may encounter. Four patient representatives and one professional perceived interoperability as an important issue that would ensure efficient sharing of information between different healthcare professionals and the patient. However, they explained that interoperability between different records is currently almost non-existent, which is impeding information access. A government official and a professional added that using preexisting systems (eg, EMRs or provincial health information systems) could facilitate ePHR implementation and reduce costs since there would be a basis to build on. Finally, four patients and one information technology (IT) specialist raised issues concerning the "digital divide, " namely limited access to a computer or the Internet. The most disadvantaged people may not have access to these technologies and consequently, may have restricted or no use of ePHRs.
User Capacities and Attitude Comments related to user capacities and attitudes concerned the two main groups of ePHR users: patients and healthcare professionals. First, patient health literacy was seen as a major issue for ePHR usability by 14 participants. As they explained it, the lack of comprehension of healthcare information contained in a record could cause misinterpretation of the data, provoke incorrect entry of data, and overwhelm the user with too much information to handle. Eight participants from all groups but ePHR administrators also noted that the lack of IT literacy among patients could cause problems understanding how to use computers or accessing the system. More particularly, two patients and one IT specialist were worried about an important cross-section of potential users of ePHRs, the elderly, who generally are less knowledgeable about technologies. As suggested by eight participants, educating patients could lessen health literacy issues and serve as a promotional tool for patient engagement and awareness of ePHRs and their uses. IT literacy issues could also be lessened by patient education and by implementing some system design options presented earlier. Another potential barrier mentioned by three patient representatives was patient interest in ePHRs: their interest could be low if they did not perceive added value from using ePHRs -such as access to their information or enhanced control over it -or if they had no desire to be accountable for their own health and would prefer that their healthcare professionals be in charge of it. Nine participants from all groups except the government deemed that support, openness and interest by healthcare professionals in taking time to read information contained in ePHRs was critical to their successful use. Indeed, these factors were often perceived as an important element for adoption of ePHRs since physicians' support would ensure greater sustainability of ePHR use and a more favourable opinion of ePHRs by patients. Conversely, 12 participants feared that professionals would be reluctant to use ePHRs. The reasons that were mentioned were the potential increased workload related to the use of the system, the fear of sharing information with the patient because they might be anxious over unexplained data or could not understand it due to their lack of literacy. In addition, the lack of credibility of patiententered data could cause problems since patients could potentially hide, modify or add incomplete or inaccurate information in their record.
Environmental Factors
Five participants from all groups but professionals and ePHR administrators noted that since health falls under provincial jurisdiction in Canada, each province has a different level of e-health implementation, possibly leading to a variable interest in ePHRs. A researcher also specified that in many Canadian jurisdictions, complete health information is not available electronically to healthcare professionals. Consequently, it is even less available to patients. Until all information is available electronically, this will remain a major hurdle to putting electronic records in place. Moreover, six participants from all groups felt that government policies are relatively silent on many aspects of patient-centred care. Considering that eight participants believed that provincial governments need to establish goals and commit themselves to facilitate ePHR adoption, this may pose a challenge to their adoption. Unsurprisingly, ePHR administrators agreed with government investment in ePHRs, but disagreed with other groups of participants on their management, preferring the management of ePHRs be done by their respective organizations instead of government agencies. Eight participants believed that some patient populations may be more interested in ePHRs than others. These included patients with chronic diseases (all eight participants), the elderly people (IT specialist), young mothers (IT specialist) and persons with reduced mobility (professional). Two IT specialists and a patient specified that the main opportunity for governments would be to target patients with chronic diseases, since they are the greatest users of the healthcare system and ePHRs could greatly facilitate the management of their condition. Two IT specialists and a patient, however, believed that there were currently too few government incentives to promote self-management among this population, because of lack of financial support among other issues.
Another potential barrier to ePHR adoption was the pricing model chosen. Two IT specialists, one patient and one researcher feared patients would be reticent to using an ePHR if it involved paying usage fees. Indeed, some patients may believe that they already pay sufficiently for healthcare and should not be charged even more for the use of an ePHR. Moreover, some disadvantaged people might not even have the financial resources to pay for the usage of such a record.
On the other side of the spectrum, two ePHR administrators and one IT specialist mentioned that support to healthcare professionals through remuneration for promoting and using ePHRs could be a good way to encourage their general adoption. Interestingly, the other groups (patients and professionals, respectively) did not comment on these issues.
Legal and Ethical Issues
Eighteen participants had widely polarized views on the subject of control and management of ePHR information. Among these, one representative from each group believed that access should be granted to the healthcare professionals who need it, according to predetermined rules. On the other hand, six patient representatives, one IT specialist and one ePHR administrator believed that patients would have reticence in giving professionals or other parties access to all the information contained in their records and would prefer that the information be shared with their consent only. Five participants from the professional, patient, researcher, and government groups were cautious when discussing patient control of the data. As explained earlier, they feared the information could be less credible or complete, particularly in cases of complete patient control over their record. Also, three patient representatives were worried that government, insurance companies or family members could interfere with the record, consequently violating the owner's privacy. Other groups did not mention this issue. The most often mentioned issues related to ePHR implementation pertained to confidentiality, privacy and security of information. The majority (29 participants) mentioned at least one of these three terms during the interview. While we acknowledge that these terms have different meanings, they were so often bundled together that we decided to regroup them in a single section. This was particularly the case for confidentiality and privacy. The participants used these two terms interchangeably, suggesting that they considered them equivalents. Security was less of a problem in this respect, since it was perceived as a means to attain confidentiality or privacy. In general, participants believed that confidentiality and privacy of information should be ensured through secured access to ePHRs. Also, two participants from Ontario and three from Quebec believed that their respective provincial legislation related to these matters was outdated and needed to be better adapted to ePHRs.
Discussion
The objective of this study was to explore stakeholder perceptions regarding ePHR adoption in Canada and the benefits from their use. Overall, the factors identified in this study were mentioned at least by two groups of participants. Among these factors, some recurred more often than others. Usability of the record, support from healthcare professionals, patient health and IT literacy, provincial government commitment, security, privacy, confidentiality, as well as control and custody of the information, were aspects that many participants raised as important factors that affect ePHR adoption. There were few differences identified between the groups. Only patient representatives mentioned the importance of patient interest in ePHR. They were also the main group of experts believing that ePHR information should be shared with the patient's consent. These findings are not surprising considering that patient representatives are often defending patients' interests and are particularly sensitive about factors affecting them. 42 ePHR administrators thought that the management of ePHR should be done by organizations other than the government, a point of view that differed from that of other groups. Again, this is not surprising since these representatives generally have their organization's interest in mind. Many factors raised by the participants are also prevalent in the scientific literature. Usability, 16, 43, 44 support from professionals, 7 targeting specific population of users, 1, 8, 12, 25, 45 lack of trust in patient-generated data, 38,46,47 digital divide, 16, 48 literacy issues, 25, 47 increased workload for professionals, 8, 25 and privacy, confidentiality and security 7, 9, 15, 16, 18 are among these recurrent factors. However, this study also identifies issues that are less common in the literature or brought interesting subtleties to some known issues: emphasis on patients with chronic diseases, custody and control of these records, legislation related to ePHRs, and the different points on the definition of ePHRs. As seen through the interviews and in the literature, patients with chronic diseases are perceived as an important group to be considered in ePHR adoption. 1, 8, 25, 45, 49 As the greatest users of the healthcare system, they have a more significant interest in self-management of their health and in accessing their health information than any other group of users. 1, 49 Moreover, if access to their own health information for patients with chronic disease continues to be restricted, it is estimated that costs for the healthcare system will continue to escalate. Some legal and ethical issues also need to be considered for ePHR adoption. First, there are divergent opinions on control and management of the information, which may be partly explained by the legal treatment of custody of health information in Canada. While the content of a record is owned by the patient, the physical record itself is owned by the professional. 47 This classification may divide opinions on the subject of who has custody of information. Second, there is overlapping constitutional jurisdiction over privacy in Canada. Legislation exists at both the federal and provincial levels and many provinces possess separate statutes and regulations dealing with privacy for the private, public, and healthcare sectors. 50 This multiplicity of relevant statutes and regulations may complicate one's understanding of the legal framework governing ePHRs in Canada. Third, there is currently no regulation or legislation specific to ePHRs in the country, which may complicate even more the current legal and ethical framework surrounding this type of record. Also, the lack of consensus on the definition of ePHRs may seriously impact their implementation. Since it may be possible for two parties to talk about ePHRs while having totally different definitions of them, partnerships, management and policy-making may be more difficult. 51 It is thus important to use a clear and unique definition in communicating about ePHRs. Additionally, most of the participants' comments were comprised of words such as "may, " "could, " "should, " or "idea" when talking about ePHRs. This may result from the fact that ePHRs are often not a reality in the healthcare field since they are almost absent from the landscape in most Canadian provinces. There are only some ePHRs available in the country and they are not well-known or widely used. [25] [26] [27] [28] [29] [30] [31] [32] [33] [34] [35] This situation makes it difficult for participants to discuss concrete factors influencing ePHR adoption and use.
Limitations
There were some limitations to this study. First, confusion between the definitions of EMRs and ePHRs was an impediment to the study, even if we verified that every participant knew the difference between the two types of records at the beginning of each interview. We ascertained, however, that all data applied to ePHRs in our analysis. Participants from the patient group represented almost half of the total participants in this study. A better balance among the groups might have resulted in more diverse data being collected. Nonetheless, we believe that data saturation was achieved among the patients. Even if it could be interesting to complement the results with additional comments from the other groups, their points of view were consistent with those from patients and in line with general comments on the topic. Finally, two provinces were over-represented in this study: Ontario and Quebec, accounting for more than 80% of the participants. As our research project focuses specifically on these two provinces, a greater effort was put on the recruitment of representatives from these provinces, explaining this disproportional recruitment. As ePHR projects are also being implemented in other provinces, such as Alberta, Saskatchewan, and Nova Scotia, it would be important to involve more representatives from these provinces in the future in order to get a more nuanced view of the current situation of ePHRs in Canada.
Conclusion
ePHRs have the potential to facilitate access to healthrelated information, improve care, promote more active patient participation in their health and further the cause of patient-centred care in the country. However, they are still an uncommon sight in the Canadian healthcare IT landscape. Too few professionals and patients are aware of their availability and this was noticeable even among experts interviewed. Additionally, Canada does not seem well-prepared for the implementation of ePHRs since many provinces are lagging behind on e-health technologies and current Canadian legislation needs to be reviewed and adapted to the particular context of ePHRs. Guidance is needed on ePHR definition, data ownership, access to information and interoperability with other health records since these represent critical issues that impede the progression of ePHRs in Canada. In conjunction with a greater awareness of ePHRs, better guidance and policy adoption on these issues may facilitate their adoption in the country.
